Journal of Social Work and Science Education
Volume 7 (3) 2026, 1965-1973
E-ISSN 2723-6919, P-ISSN 2746-0827

Cyber Threats in Hybrid Warfare: A Strategic Mapping
and Response Framework for National Defense

Shoraya Lolyta Octavianal, Totok Imam Santoso!, Zainal Abidin Sahabuddin],
Guntur Eko Saputro?!

TUniversitas Pertahanan, West Java, Indonesia

Corresponding author e-mail: guntur.saputro@idu.ac.id

Article History: Received on 2 March 2026, Revised on 15 May 2026,
Published on 16 May 2026

Abstract: Hybrid warfare integrates military and non-military instruments, with
cyberspace emerging as a critical domain. Cyber threats in this context are systemic,
multidimensional, and difficult to attribute, yet existing studies often treat
cybersecurity and hybrid warfare separately. This study maps cyber threats within
hybrid warfare frameworks and formulates strategic responses to support national
defense. A qualitative descriptive approach was used, combining systematic literature
review (45 peer-reviewed articles and policy documents, 2018-2025), Soft System
Methodology (SSM) for complexity analysis, and SWOT analysis for strategic
formulation. Four principal cyber threat types were identified: attacks on critical
infrastructure, cyber espionage, disinformation campaigns, and influence operations.
Key characteristics include multidimensionality, attribution difficulty, asymmetry,
and involvement of both state and non-state actors. SSM revealed interconnected
systems across technology, governance, and society. SWOT analysis identified
strengths (growing digital human resources) and weaknesses (limited inter-agency
coordination). A strategic response model comprising system integration, capacity
enhancement, and national coordination is proposed. National defense systems must
adopt holistic, adaptive frameworks that integrate cyber capabilities, cross-sectoral
collaboration, and societal resilience. Future research should empirically test the
proposed model in national defense contexts.
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Strategic Response

A.Introduction

The rapid advancement of information and communication technology has
significantly transformed the nature of global conflict (Zhevelieva, 2025). Whereas
traditional conflicts were predominantly characterized by conventional military
engagements, contemporary warfare has evolved into more complex and
multidimensional forms, commonly referred to as hybrid warfare (Krainiuk et al.,
2025). This form of conflict integrates a wide range of instruments, both military and
non-military, including economic pressure, political influence, information
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manipulation, and, most notably, cyber operations (Bila, 2024). In this evolving
landscape, cyberspace has emerged as a critical strategic domain, where cyber-attacks
not only disrupt technological systems but also generate broader implications for
social stability, economic resilience, and political legitimacy (Balan et al., 2025).
Consequently, cyber threats are no longer isolated incidents but have become integral
components of hybrid warfare strategies aimed at systematically weakening state
capacity without direct military confrontation (Balan et al., 2025).

In the context of Indonesia, the rapid expansion of digitalization presents both
opportunities and vulnerabilities (Zeeshan, 2025). The increasing reliance on digital
infrastructure, coupled with the widespread adoption of information technology and
the openness of public information ecosystems, has heightened exposure to cyber
threats (Maltsev et al., 2025). These threats manifest in various forms, including attacks
on critical infrastructure, the proliferation of disinformation, and the manipulation of
public opinion, all of which pose significant risks to national stability and security
(Wither et al., 2020). As a result, cybersecurity has become an essential component of
national defense in the digital era.

Despite the growing recognition of cyber threats in global security discourse, existing
studies tend to examine cybersecurity and hybrid warfare as separate domains
(Kozachenko, 2025). Limited research has explicitly integrated cyber threats within
the broader framework of hybrid warfare, particularly in relation to national defense
strategies (Kovalchuk, 2025). This gap highlights the need for a more comprehensive
analytical approach that bridges these domains and provides a systematic
understanding of how cyber threats operate within hybrid warfare contexts
(Zamykalov4, 2025).

Therefore, this study aims to (1) map the forms of cyber threats within the framework
of hybrid warfare, (2) analyze their characteristics and patterns, and (3) formulate
strategic responses to support national defense. By integrating cyber threat analysis
with hybrid warfare theory, this study seeks to contribute to the development of a
more comprehensive and adaptive cyber defense framework capable of addressing
the complexities of modern security challenges. This study addresses the following
research questions: 1. How are cyber threats manifested within the framework of
hybrid warfare in the context of national defense? 2. What are the characteristics,
patterns, and strategic impacts of cyber threats as instruments of hybrid warfare
against Indonesia’s national security? 3. What strategic responses and cyber defense
frameworks can be developed to enhance Indonesia’s national defense capabilities in
addressing cyber threats within hybrid warfare?

B. Methods

This study adopts a qualitative descriptive approach through a literature review
method combined with a systems analysis perspective. Data were collected from a
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range of credible sources, including national and international academic journals,
scholarly books, government policy documents, and reports from international
institutions related to cybersecurity, defense, and geopolitics (Hulak et al., 2025). The
selection of these sources was based on several criteria, namely relevance to the
research topic, credibility of the publication, and the recency and validity of the data
to ensure the reliability of the analysis. In terms of data analysis, this study employs
multiple analytical techniques. Content analysis is used to identify patterns of cyber
threats and the defining characteristics of hybrid warfare. Furthermore, Soft System
Methodology (SSM) is applied to understand the complexity of cyber threats within a
systemic framework, involving stages such as problem identification, system
mapping through rich pictures, and the development of conceptual models. In
addition, SWOT analysis is utilized to formulate strategic responses by examining
internal strengths and weaknesses as well as external opportunities and threats,
thereby providing a comprehensive basis for strategic decision-making in the context
of national defense.

C. Results and Discussion
Result
1. Mapping Cyber Threats in Hybrid Warfare

The results of this study indicate that cyber threats within the framework of hybrid
warfare can be systematically categorized into four principal forms. First, attacks on
critical infrastructure represent a highly disruptive threat targeting strategic sectors
such as energy, transportation, communication, and finance, with the potential to
paralyze state functions and generate large-scale instability. Second, cyber espionage
constitutes covert and long-term intelligence operations aimed at acquiring sensitive
and strategic information, thereby undermining national security at a structural level
(Metreveli, 2025). Third, disinformation and digital propaganda involve the strategic
manipulation of information through digital platforms to influence public perception,
erode trust in governmental institutions, and exacerbate social polarization
(Semenenko et al, 2025). Fourth, influence operations integrate technological
capabilities with psychological strategies to shape public behavior and decision-
making processes, ultimately affecting political and social stability.

2. Characteristics of Cyber Hybrid Threats

Furthermore, the analysis reveals that cyber threats in hybrid warfare exhibit several
distinctive  characteristics. These threats are inherently multidimensional,
encompassing technological, informational, political, and social aspects
simultaneously (Sembiring et al., 2025). They are also difficult to attribute due to the
anonymity and complexity of cyberspace, which complicates response and
accountability mechanisms. In addition, such threats are asymmetrical in nature,
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enabling relatively weaker actors to exploit technological vulnerabilities against more
advanced systems (Pramitasari, 2022). Moreover, they involve both state and non-
state actors, thereby blurring the boundaries between traditional and non-traditional
security threats.

3. System Analysis (SSM)

The application of Soft System Methodology (SSM) demonstrates that cyber threats in
hybrid warfare constitute a complex and interconnected system involving multiple
stakeholders across various sectors. These threats are not isolated phenomena but are
embedded within a broader network of interdependent systems, including
technological infrastructure, governance structures, and societal dynamics
(Semenenko et al., 2024). Consequently, addressing these threats requires a holistic
and cross-sectoral approach that integrates technological, institutional, and policy-
based responses.

4. SWOT Analysis

The SWOT analysis provides a comprehensive framework for understanding the
strategic landscape of cyber defense. From the internal perspective, strengths include
the growing availability of digital human resources and the continuous expansion of
technological infrastructure. However, these are counterbalanced by weaknesses such
as limited inter-agency coordination and existing technological gaps (Lund, 2024).
From the external perspective, opportunities arise from the potential for international
cooperation and rapid advancements in artificial intelligence and cybersecurity
technologies. At the same time, significant threats emerge from the increasing
frequency and sophistication of cyber-attacks, as well as the escalating complexity of
hybrid warfare dynamics (Zinchenko, 2025).

5. Strategic Response Model

Based on the findings, this study proposes a strategic response model comprising
three interrelated components. First, system integration emphasizes the need to
develop a unified and interoperable national cyber defense system capable of
responding to multidimensional threats. Second, capacity building focuses on
enhancing both human resources and technological capabilities to ensure adaptive
and resilient defense mechanisms (Mitrovié¢, 2019). Third, national coordination
highlights the importance of strengthening synergy among institutions and sectors to
enable a cohesive and effective response to hybrid threats. Collectively, these
components form a comprehensive strategic framework for reinforcing national
defense in the cyber domain (Sinani & Hoxha, 2025).
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Discussion

The findings of this study demonstrate that cyber threats within the framework of
hybrid warfare constitute a complex, systemic, and multidimensional challenge that
significantly reshapes the nature of contemporary conflict. Unlike conventional
warfare, hybrid warfare integrates military and non-military instruments across
interconnected domains such as cyberspace, information, politics, economics, and
society (Nikolov, 2018). The study reveals that cyber threats are no longer limited to
technical disruptions, but function as strategic instruments capable of influencing
national stability, public trust, and state sovereignty. Furthermore, the findings
indicate that effective responses to cyber hybrid threats require integrated approaches
involving governance, institutional coordination, technological capability, and
societal resilience. The interconnected nature of technological infrastructure and social
systems also highlights the importance of adaptive and system-based defense
strategies in addressing evolving cyber threats.

This study contributes to the development of Hybrid Warfare Theory by positioning
cyber threats as a central and operationalized component of hybrid warfare rather
than merely a supporting element (Poptchev, 2020). Existing studies often discuss
cybersecurity and hybrid warfare separately; however, this research bridges the
conceptual gap by integrating cyber threats into the broader strategic framework of
national defense. The findings reinforce the argument that cyberspace has evolved
into a strategic operational domain where state and non-state actors can exploit
systemic vulnerabilities through disinformation, cyber-attacks, and influence
operations. In this regard, the study extends Hybrid Warfare Theory by emphasizing
that cyber operations possess strategic equivalence to conventional military actions
due to their ability to weaken national resilience without direct physical confrontation.

The findings provide important implications for Indonesia and other countries facing
similar digital transformation challenges. National defense systems should adopt a
multidimensional and adaptive framework that integrates cyber capabilities into
broader defense architecture. This includes strengthening cross-sectoral coordination
among military institutions, cybersecurity agencies, government bodies, private
sectors, and civil society. In addition, investment in human capital, technological
innovation, digital literacy, and public awareness is essential to enhance societal
resilience against disinformation and cyber influence operations (Zulfian &
Rahmadan, 2025). For Indonesia, strengthening institutional synergy between defense
and cyber governance institutions becomes particularly important to ensure rapid
response and policy coherence in addressing hybrid cyber threats.

The findings of this study are consistent with prior international cyber defense
frameworks, particularly those developed by NATO and the European Union, which
emphasize resilience, collective defense, and cross-sectoral cooperation in responding
to cyber threats. Similar to NATO’s cyber defense approach, this study highlights the
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importance of integrating cyber capabilities into national security and defense
strategies. In addition, the findings align with the principles of the United Nations
Group of Governmental Experts (UN GGE), which emphasize responsible state
behavior, international cooperation, and the protection of critical infrastructure in
cyberspace. However, this study differs from existing frameworks by focusing
specifically on cyber threats as an operational component of hybrid warfare within the
context of national defense and societal resilience, particularly in developing countries
such as Indonesia.

This study has several limitations that should be acknowledged. First, the research
relies primarily on a literature review approach without incorporating primary
empirical data such as interviews, surveys, or field observations. As a result, the
findings are largely conceptual and theoretical in nature. Second, the dependence on
secondary sources may introduce publication bias, particularly because most
available literature tends to focus on high-profile cyber incidents and perspectives
from developed countries. Third, the rapidly evolving nature of cyber threats and
technological developments means that some findings may become less applicable
over time as new forms of hybrid warfare emerge. Therefore, the conclusions of this
study should be interpreted within the scope and limitations of the available
literature.

Future research should focus on empirically testing the strategic response model
proposed in this study through qualitative and quantitative approaches. Case studies
of major cyber-attacks within hybrid warfare contexts could provide deeper insights
into operational patterns, institutional responses, and societal impacts. Comparative
studies across countries would also be valuable in identifying differences in cyber
defense readiness, governance structures, and resilience strategies between developed
and developing nations. In addition, future studies may explore the role of emerging
technologies such as artificial intelligence, big data analytics, and autonomous
systems in both strengthening and challenging national cyber defense capabilities.
Such research would contribute to the development of more adaptive and evidence-
based frameworks for addressing hybrid cyber threats in the future.

D.Conclusions

This study concludes that cyber threats have emerged as a central and defining
component of hybrid warfare, fundamentally transforming the landscape of
contemporary conflict. These threats are inherently complex and multidimensional,
encompassing technological, informational, political, and social domains that interact
in a dynamic and often unpredictable manner. As such, cyber threats cannot be
effectively addressed through fragmented or sectoral approaches. Instead, they
require a comprehensive and integrated strategic response that reflects the systemic
nature of hybrid warfare. In this regard, the study proposes a strategic response model
that emphasizes three key pillars: system integration, capacity enhancement, and
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national coordination. System integration is essential to ensure the interoperability
and effectiveness of national cyber defense mechanisms across sectors. Capacity
enhancement focuses on strengthening both human resources and technological
capabilities to improve resilience and adaptability in the face of evolving threats.
Meanwhile, national coordination underscores the importance of synergy among
institutions, stakeholders, and sectors in implementing a unified and coherent defense
strategy. Collectively, these elements provide a robust framework for reinforcing
national defense and enhancing resilience against the growing complexity of hybrid
cyber threats.
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